LabSheet 04:

[
QA

a 3 1T oY o ad J a oA .
msaaas lsunsudedon ldauussvnes lszuul§iianis Windows (IS Log)

Date: 8 August 2008

SnarellS

Program name:

Description:
Step:
1. Download
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]i.:.il Setup - Snarells

Select Destination Location
where should SnarellS be installed?

IS[E B3

Send IIS log files to Centralized Log Server (logger.ku.ac.th)

http://ftp.ku.ac.th/pub/syslog-ng/snare/Snarel[SSetup-1.2.exe

S[E B3

]’.:.Zl Setup - SnarellS

Welcome to the SnarellS Setup
Wizard

This will inztall Snare for 1S version 1.2 on your computer,

“T T AGENT TOR EXCHAMGE Itis r_ec_ommended that you cloge all ather applications before

continuing.

Click Mext ta continue, or Cancel to exit Setup.

Cancel

AanN1ly Next >

Q

]i.:.il Setup - SnarellS S e

Select Start Menu Folder
‘where should Setup place the program's shortcuts?

D Setup will ingtall SnarellS inta the following folder.

To continue, click Mext. If you would like to select a different folder, click Erowse.

At least 0.7 MB of free dizk space iz required.

Browse... |

Setup will create the program's shortcuts in the following Start Menu folder.

To continue, click Mext. If you would like to select a different folder, click Browse.

Browse... |

< Back I Next » I

Cancel

< Back I Nest » I

Cancel

U Next >

Q
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]i.:.il Setup - Snarells =101 ]

Ready to Install
Setup iz now ready to begin instaling Snarell5 on your computer,

]i.:.il Setup - SnarellS s B

Information
Flease read the following impartant information before continuing.

Click Install to continue with the installation, or click Back if you want to review ar
change any settings.

C:AProgram Files\SnarellS

Start Menu folder:
InterSect Alliance

Destination locatior ;I

‘when you are ready to continue with Setup, click MNext.

Enare for 115 ‘Wb Servers
- Including SMTP Server, FTP Server, NMTF Server and Chat Server logs

Copyright 2001-2005, InterSect Aliance Pty Ltd
hittpe /A intersectaliance, comd

Pleaze see the README. TKT file for software information
and licence condtions.

< Back

AanNalu Install

Q

]i.:.il Setup - SnarellS

- (O] %]

@&* Completing the SnarellS Setup
T merrenm Wizard

q * Setup has finished instaling Snarell5 on pour computer. The
- application may be launched by selecting the installed icons.

AGENT FOR EXCHANGE

Click Finizh to exit Setup.
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Manage

Map Network Drive..,
Disconnect Network Drive. ..
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NANTI0 Computer management aa NINY Services and Applications

> Internet Information Services (IIS) Manager > Web Sites HAIAaN

. i
e Gll’:nﬁl’ll‘u‘i Default Web Site 108 NINY Properties >

drgszuupanianesiazie?etng 1TinUinnsAenfames NinunsAans

Page 2




Default Web Site Properties [Z]x] Logging Properties [x]

Directory Security | HTTPHeaders |  customErors | aspmer | Genaral Advanced |
webSte | performance | ISAPLFiters | HomeDirectory | Documents
e site identification Extended logging options:
Description: |Defau\t Wehb Site Date (date ) -~
IP address: [t Unassigned) | Advanced... Time { time }
ICP port: 80 ssLport: | 443 Extended properties

Client IP Address { c-ip )
[~ Connections - W] User Mame { cs-username )
Connection timeout; 160 seconds - [] Service Mame { s-sitename )
[7] Server Name { s-computername )
- v Server IP Address { s-ip )
erver Port { s-port )
ethod { cs-method )
- RIStem { cs-uri-stem )
- (W] URT Query { cs-uri-query )
Protocol Status § sc-status )
-+ [] Protocal Substatus { sc-substatus ) ;I

¥ Enahble HTTR Keap-alives

M Enable logging

Actiye log Format:
[w3c Extended Log File Format

oK | Cancel | fpply | Help | Ok I Cancel | Apply | Help |

a <]

<} 9 o g Y
IAHN11190 Default Web Site Properties {@ONUNY Web Site 1NH U190 Logging Properties 1¥inanuny Advanced
A v 3

& a 4 Y] Y
®  AANATEINNIBYANT Enable logging udanannsoImINegNUTYeyaNIZ ANy Al

®  Active log format rdenilu W3C Extended Log ® Date
File Format ® Time

° ﬂaﬂﬁil Properties > ®  (lient IP Address
®  User Name
®  Server IP Address
®  Server Port
® Method
® [URI Stem
®  URI Query
®  Protocol Status
® [User Agent

® Referer

4. YSuusnamaeunuoa1Usunsy SnarellS Vlﬂﬁmg Start > Programs > InterSect Alliance > Audit-Configuration

5 erightsparks
) Accessories
Documents * I Administrative Tools

Brograms

[ e §  Audit-Configuration

Settings b
& Internet Explorer [F] pisable Remote Access to Snare For Windows

Search L=

Remote Assistance Restore Remote Access ko Snare For Windows

¥

er 2003 Standard Edition

http: fjlocalhost:6161

Run...

Log OFF admiistrator...

)
&
Jo
9) Help and Support
=
a
@]

Shut Down...

| @ tndex of Jpubisysiognat. .
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‘lSnareIIS - Audit Service Configuration Ed

INTFeR\ o

ALLIANGE

Snare for 15 - 115 Log to Syelog Service
InterSect Alliahce Pty Ltd - v interzectaliance. com

TargetHost |15, 105, I
Log Directory |E:‘\WINDDWSksystemﬂ\LagFiles
Destination ¢ Spelog € Custom Port |E1E;1

jllnfarmatian j

* TAE € Comma ¢ Other I

¥ Dizplay 15 Header infarmation

Syslog Categony: ILDcaIE

Dreliniter:
Headers:

The Snarell5 Service muzt be restarted to enable changes.

Cancel |

5. 5umsnuIvuveelsunsy SnarellS

Y
® M UAAIAIIY AdH

F04 Target Host: -->IPAddress Log

Server (158.108.5.154)

Log Directory:  --=>
CAWINDOWS\system32\LogFiles

Destination --> fAantaesn Syslog

Syslog Category: --> 180N Local2 Lo

Information

GI}EN Headers: --> ﬂaﬂlﬂ?mﬁm&lgﬂ
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Aantaon 11sunsu SnarellS 1dnaniju Restart
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